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(54) Digital signal processing apparatus 

(57) If content is transmitted/received through a dig- 
ital signal bus (102), protection of copyright causes a 
problem because of no deterioration in quality. Accord- 
ingly, authentication is required. The quantity of infor- 
mation to be processed is, however, so large that a long 
time is required for authentication. Accordingly, both 
achievement of handling property as in conventional an- 
alog connection and protection of copyrighted content 



without user's awareness become an object. The fore- 
going object can be achieved by authentication which is 
executed, for management of copyright, among appa- 
ratuses (100, 103, 104, 105, 106) connected to the dig- 
ital signal bus (102) when the apparatuses are powered 
on or connected to the digital signal bus or when an input 
terminal (401) connected to the digital signal bus is se- 
lected. The object can be further achieved by an encryp- 
tion key shared among these apparatuses. 



FIG. 1 



CM 
< 

CO 
CO 

O) 




DIGITAL TUNER 



DIGITAL VTR 



DIGITAL VTR 




106 



DIGITAL 
VIDEO DISK 



^105 



Q. 

LU 



Printed by Jouve. 75001 FVKRlS (FR) 



1 



EP 0 977 438 A2 



2 



Description 

[0001] The present invention relates to digital signal 
processing apparatuses connected to each other for 
transmitting/receiving content having copyright. s 
[0002] If content is transmitted/received through a 
digital signal bus, video signals/audio signals : data, etc. 
can be transmitted/received without deterioration of 
quality, and this gives a large merit to users. Protection 
of copyright, however, causes a problem because there 10 
is no deterioration in quality. A technique for encrypting 
Iho content to be transmitted/received through a digital 
sigrvil bus is described in NIKKEI Electronics, No. 712, 
M*rch 23. 1998, pp.47-53. According to this technique, 
Huthcnication is performed on transmission and recep- -is 
Xton side apparatuses so that the transmission/reception 
oi content is enabled only between the apparatuses 
where authentication is established. The process pro- 
tects copyrighted content from illegal copying. 
[0003] Not only content but also information for con- 20 
-tiutiv y ictpcctive apparatuses can be transmitted 
tniooqh the aforementioned digital signal bus. Accord- 
in q»y one apparatus can control all the apparatuses 
connected to the one apparatus through a digital signal 
bus 2S 
[00O4] Although the use of the aforementioned tech- 
nique makes it possible to protect the copyright of con- 
tent ooth authentication and encryption among appara- 
tus*. Hf o so complex and the quantity of information to 
bo processed is so large that a long time is required for 30 
process ng Furthermore, as the number of connected 
apparatuses increases, the quantity of information to be 
processed increases. Accordingly, there arises a prob- 
lem n handling property. As described above, when 
content is to be transmitted/received through a digital 3s 
signal bus both achievement of handling property bear- 
ing comparison with that of conventional analog signals 
and protection of the copyright of the content without 
users' awareness become a problem to be solved. 
[0005] Although the use of the aforementioned tech- 40 
nique makes it possible for any one of the apparatuses 
to control all the apparatuses, there are numbers of han- 
dling ways for one purpose. Accordingly, there is a pos- 
sibility that users hardly understand the handling ways. 
[0006] An object of the present invention is to solve 45 
the aforementioned problem, that is, to provide a digital 
signal processing apparatus improved both in the con- 
necting way and in the handling property of the digital 
signal processing apparatus to protect the copyright of 
content without user's awareness. so 
[0007] The foregoing object can be achieved by pro- 
vision of an interface means which performs authenti- 
cation among all apparatuses connected to a digital sig- 
nal bus when a power source is turned on. 
[0008] The object can be further achieved by provi- ss 
sion of an interface circuit which performs authentication 
among all apparatuses connected to a digital signal bus 
when an apparatus is connected to the digital signal bus. 



[0009] The object can be further achieved by provi- 
sion of an interface circuit which performs authentication 
among all apparatuses connected to a digital signal bus 
when an input terminal connected to the digital signal 
bus is selected. 

[0010] The object can be further achieved by provi- 
sion of a storage circuit which stores a key used among 
all apparatuses connected to a digital signal bus. 
[0011] The object can be further achieved by provi- 
sion of an interface circuit which changes a transmission 
channel of a digital signal bus in accordance with cop- 
yright control information with content. 
[0012] The object can be further achieved by provi- 
sion of a circuit which defines names of all apparatuses 
connected to a digital signal bus on each apparatus 
side. ' 
[0013] In the drawings: i 

■ .- Fig : 1 is a configuration view of an embodiment for 
*;:.>"; ^explaining the way of connecting digital signal 
' ; processing apparatuses according to the present 
- invention; = ' 

Fig. 2 is a time chart of a digital signal bus; 
Fig. 3 is a flow chart showing authentication; 
: ■ Fig, 4 is a view showing the configuration of the dig- 
■< :s ital video disk depicted in Fig. 1 ; 

■ i ■ Fig. Bis a view showing the configuration of the IF 
v j circuit depicted in Fig. 4; 

Fig. 6 is a flow chart showing authentication among 
apparatuses; : 

Fig. 7 is a flow chart showing authentication among 
- apparatuses; and 
. Fig. 8 is a flow chart showing authentication among 
: apparatuses. 

[0014] An embodiment of the present invention will be 
described below with reference to the drawings. 
[0015] ! Fig. V shows an example of configuration for 
explaining an example of the way of connecting digital 
signal processing apparatuses according to the present 
invention. In Fig. 1, the reference numeral 100 desig- 
nates a digital tuner; 102, a digital signal bus; 103 and 
104, digital VTRs; 105, a digital video disk; and 106, a 
digital display. , 

[0016] First, in each of devices connected to the dig- 
ital signal bus 102 in Fig. 1 , an operation oi initializing 
the digital signal bus 102 is started. In this occasion, an 
apparatus on a root of the bus is decided on the basis 
of data transmission/reception among respective inter- 
face circuits of apparatuses 100 to 105. The thus decid- 
ed root apparatus performs management so that signal 
conflict does not occur in terms of the transmission 
channel and timing of the bus. The apparatuses other 
than the root apparatus inquire of the root apparatus 
about the transmission channel and timing of the bus. 
When there is no conflict, the other apparatuses are per- 
mitted to use the bus. 

[0017] A transmitting operation of the digital signal 
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bus 102 will be described below. Fig. 2 shows the state 
of transmission of the digital signal bus 102. In Fig. 2, 
the reference numeral 200 designates a cycle start 
packet; 201 , AV data A; 202, AV data B; and 203. asyn- 
chronous transmission data. The terminology "AV data" 
means audio/video mixed data. Fig. 2 shows an exam- 
ple in which two AV data streams are transmitted. In this 
manner, two streams are transmitted with different time- 
derived channels being secured. The asynchronous 
transmission data 203 are data concerning commands, 
settings, etc. for respective apparatuses. 
[001 8] The time between adjacent broken lines in Fig. 
2 is called 'cycle". In the term of one cycle, the bus is 
controlled so that transmission bands for the AV data A 
201 and the AV data B 202 are secured as sufficiently 
as possible. The asynchronous transmission data 203 
is transmitted after completion.©! the transmission of the 
AV data A 201 and the AV data B 202. Specifically, 
though the transmission of <the AV :datai A 201, the AV 
data B 202 and the asynchronous transmission data 203 
follows the transmission of the cycle start packet 200, 
waiting is set before the transmission of the asynchro- 
nous transmission data 203 when the period of cycle 
cannot be fulfilled. ^ f , ^ : c . : cv« 
[0019] Then, authentication is performed among the 
apparatuses. Authentication is classified into two au- 
thentication levels - full and restricted: The two authen- 
tication levels are used appropriately in accordance with 
copyright control information and apparatus content. 
Full authentication is established only in the case, where 
both transmitter-side and receiver-side apparatuses 
have public keys respectively. When full authentication 
is established, any content is enabled to be transmitted 
even if the content is a copy-prohibited one. Examples 
of the receiver-side apparatus having a public key in- 
clude: apparatuses each having no. recording /device, 
such as an digital display, etc.; and apparatuses each 
having any recording device permitted to perform re- 
cording for a charge, or the like. Restricted authentica- 
tion is authentication for apparatuses each having>no 
key but a common key. That is, rest ricted 1 authentication 
is intended for apparatuses each having some recording 
devices, such as a digital VTR, etc. In restricted authen- 
tication, copy-prohibited content is disabled from being 
transmitted. These operations are shown collectively-in 
Fig. 3. . ■ -. : 

[0020] In step 301 in Fig. 3; the level of authentication 
is selected in accordance with the authentication level 
of another apparatus and the copy control information 
of content to be transmitted. For content that can be cop- 
ied freely, the authentication process is terminated in 
step 305 because no authentication or encryption is re- 
quired for the content. After the authentication level is 
selected in the step 301, full authentication is estab- 
lished in step 302 or restricted authentication is estab- 
lished in step 303. In step 304, thereafter, an encryption 
key used to encrypt content is then shared. In step 305, 
the authentication process is terminated. 



[0021] The aforementioned process is required to 
transmit/receive content that cannot be copied freely 
The quantity of calculation is, however, so large that a 
large time is required for the authentication process. Ac- 

5 cordingly, when the authentication process should be 
executed becomes a subject of discussion. 
[0022] The inside of an apparatus connected to the 
digital signal bus 1 02 will be described below. The inside 
of the digital video disk 105 will be described below as 

10 an example with reference to Fig. 4. In Fig. 4, the refer- 
ence numeral 401 designates a digital signal bus input/ 
output terminal; 402, an analog output terminal; 403, an 
analog input terminal; 404, an interface (hereinafter re- 
ferred to as IF) circuit; 405, a decoder; 406, an encoder; 
407, a stream conversion circuit; 410, an input switching 
circuit; 41 1 , an output switching circuit; 41 2, a recording 
signals processing circuit; 413, a playback signal 
processing circuit; 414, a microcomputer; 415, a disk; 
and 416; a pickup; 

20 [0023] Bus control and authentication are processed 
mainly by the IF circuit 404. First, the basic operations 
of the apparatus will be described below. 
[0024] A recording operation is as follows. When the 
input switching circuit 41 0 is controlled to select "analog 

2$ input" on the basis of an input control signal from the 
microcomputer 41 4, an analog signal received from the 
analog input terminal 403 is encoded by the* encoder 
406 by using a method such as so-called MPEG. In the 
case of a transport stream from the digital signal bus 

30 102, a desired stream is extracted by the IF circuit 404 
to reproduce timing; The transport stream is then con- 
verted into a digital disk stream by the stream conver- 
sion circuit 407 The digital disk stream is recorded on 
the disk 415 by use of the recording signal processing 

35 circuit 412. In this occasion, the stream being recorded 
can be monitored because even the stream from the dig- 
ital signal bus 102 can be decoded by the decoder 405. 
[0025] A reproducing operation is as follows. Play- 
back data from a signal recorded on the disk 415 are 

40 read by the pickup 416. A compressed digital signal is 
reproduced by the playback Signal processing circuit 
41 3. The output switching circuit 41 T is controlled on the 
basis of an output control signal from the microcomputer 
414 to select "monitor output" or "playback output" of 

43 the input signal. The output of the output switching cir- 
cuit 411 is sent both to the decoder 405 and to the 
stream conversion circuit 407. The decoder 405 con- 
verts the compressed digital signal into an analog signal 
and the analog signal is outputted from the analog signal 

so output terminal 402. The stream conversion circuit 407 
converts the signal into a transport stream that can be 
transmitted through the digital signal bus. The transport 
stream is sent to the IF circuit 404 and then outputted 
from the digital signal bus input/output terminal 401 . 

ss [0026] In this manner, even the signal reproduced 
from the disk can be transmitted to the digital signal bus 
because the signal can be converted into a transport 
stream by the stream conversion circuit 407. 
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[0027] The operation of the IF circuit 404 will be de- 
scribed below with reference to Fig. 5. In Fig. 5, the ref- 
erence numeral 501 designates a stream input/output 
terminal; 503, an IF control signal input/output terminal; 
504, an encryption circuit; 505. an asynchronous trans- 
mission circuit; 506, a microcomputer; 507, an iso- 
chronous transmission circuit; 508, a packet processing 
circuit; 509, a bus control circuit; and 510, a digital signal 
bus input/output terminal. 

[0028] The aforementioned bus initializing operation 
is executed by the bus control circuit 509. 
Specifically, the initializing operation is executed on the 
basis of communications among respective bus control 
circuits of digital apparatuses connected. to the digital 
signal bus. When the initializing operation is completed 
so that the root apparatus is decided : the microcomputer 
506 recognizes information, concerning the connection 
of respective digital apparatuses, through the packet 
processing circuit 508. After the recognition of informa- 
tion concerning the connection of respective digital ap- 
paratuses, the microcomputer 506 performs connection 
for apparatuses permitted to be connected and then per- 
forms authentication. The processes of connection and 
authentication are carried out as follows. A command 
from the microcomputer 506 is converted into a trans- 
mission packet by the packet processing circuit 508 
through the asynchronous transmission circuit 505. The 
transmission packet is transmitted/received on the dig- 
ital signal bus by the bus control circuit 509 through the 
digital signal bus input/output terminal 51 0. 
[0029] After these processes, the information con- 
cerning the connection of respective digital apparatuses 
is transmitted to the microcomputer 41 4 in Fig. 4. The 
microcomputer 41 4 supplies the connection information 
to a display not shown. The display indicates the con- 
figuration of apparatuses to the user as to whether an 
apparatus can be connected or not and as to whether 
data can be transmitted to the apparatus or not. The us- 
er utilizes the connection information for selection of 
connection of apparatuses. In this manner, the connec- 
tion information is displayed to the user so that the user 
is prevented from hesitating over which apparatus to 
connect. 

[0030] There are some cases where the user can 
hardly identify apparatuses, for example, because of the 
presence of two digital VTRs as shown in Fig. 1 , the in- 
crease of the number of connected apparatuses, and so 
on. Therefore, the respective names of these appara- 
tuses can be also defined freely by the user. For exam- 
ple, the names of the two digital VTRs 103 and 104 are 
defined as "DVTR1 " and "DVTR2" respectively and the 
name of the digital tuner 100 is defined as "BS-D" on 
the basis of its broadcasting service name. This defini- 
tion makes it possible to provide interfaces that can be 
understood easily by the user. 

[0031] After the completion of connection and authen- 
tication, a stream is enabled to be transmitted/received. 
A stream on the digital signal bus 102 is received as 



follows. First, a transmission packet is received by the 
bus control circuit 509. The transmission packet thus re- 
ceived is converted by the packet processing circuit 508 
with the time interval reproduced by the isochronous 

5 transmission circuit 507 to reproduce a transport 
stream. The transport stream is decrypted by the de- 
cryption circuit 504 by using the shared key established 
in authentication. The decrypted stream is outputted 
from the stream input/output terminal 501. A stream is 

10 sent onto the digital signal bus 102 as follows; First, a 
stream from the stream input/output terminal 501 is en- 
crypted by the encryption circuit 504 by using the shared 
key established in authentication. The microcomputer 

- 414 in Fig. 4 makes .a judgment, on the basis of copy 
is information recorded on the video disk, as to whether 

the stream should be encrypted by the encryption circuit 
504 or not. The microcomputer 414 is communicated 
: with the microcomputer 506 to control the judgment. A 
i iiroe:stamp for reproducing *he time interval is added to 

20 r.h© stream by the isochronous transmission circuit 507 
and the stream is converted into a transmission packet 
by the packet processing circuit 508. The transmission 
packet is transmitted as a stream output onto the digital 
: signal bus 102 by the bus control circuit 509. 

25 [0032]. When authentication should be executed and 
how authentication should be executed will be de- 
scribed below. First, description will be made upon the 
case where a controller controls ail apparatuses, that is, 
for example, upon the case where electric sources of 

30 apparatuses are turned on at the same time in the con- 
dition that the digital display 106 is used as the control- 
ler.,.,. •• , • • 

[0033] . Authentication is started by a receiver-side re- 
quest. Accordingly, it can be considered that the con- 
35 trailer sends a. command to a receivable apparatus to 
execute authentication. In Fig. 1, receivable apparatus- 
es are the digital VTRs 103 and 104, the digital video 
disk 105 and the digital display 106 whereas transmit- 

- table apparatuses are all the apparatuses except the 
^o digital display 1 06. After electric sources of apparatuses 

are turned on, the digital display 106 used as the con- 
troller sends a command to each, of the receiver appa- 
ratuses to control the receiver apparatus to execute au- 
thentication for the respective transmitter apparatuses. 

45 [0034] The procedure of processing in this occasion 
is shown in Fig. 6. In step 601 , a transmitter apparatus, 
for example, the digital tuner 100, is selected. In step 
602, full authentication is executed for an apparatus 
supporting full authentication. For example, in Fig. 1 , the 

50 apparatus supporting full authentication is the digital dis- 
play 106. The digital display 106 makes an authentica- 
tion request to the digital tuner 100. Authentication is 
then executed, so that a key is stored so as to be shared. 
In step. 603, restricted authentication is executed be- 

55 tween the digital tuner. 100 and each of receiver appa- 
ratuses supporting restricted authentication, that is, 
each of the digital display 1 06, the digital VTRs 1 03 and 
104 and the digital video disk 105. Thus, a key is stored 
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so as to.be shared between the digital tuner 100 and 
each of the digital display 106. the digital VTRs 103 and 
104 and the digital video disk 105. In step 604. confir- 
mation is made as to whether authentication is terminat- 
ed among all transmitter and receiver apparatuses. 5 
When authentication is not terminated, the situation of 
the procedure goes back to the step 601 and another 
transmitter apparatus, for example, the digital video disk 
105, is selected to repeat authentication in the afore- 
mentioned manner. Incidentally, apparatuses with no 10 
authentication are put out of this processing. 
[0035] Although the above description has been 
made upon the case where electric sources are turned 
on, content transmitted as encrypted content can be re- 
ceived without a break also in the case where authenti- 1S 
cation is executed when a new apparatus is connected 
to the digital signal bus 102 or before content is trans- 
mitted/received. Further, because the. shared ikey. vis 
stored, authentication is-: not. required to be executed 
newly in the digitat display: 106 even in the: case where 20 
the copy control information of content from a transmit- 
ter apparatus is changed. Accordingly, the picture is not 
interrupted. Since the key is shared between the digital 
tuner 100 and each of the digital display 106, the digital 
VTRs 103 and 104 and the digital video disk 105^ even 2s 
if content which requires restricted authentication is 
transmitted, the content can be received by all the ap- 
paratuses. Accordingly the user does not feel out of 
place compared with analog signal connection. 
[0036] Although the above processing has been de- so 
scribed in the case where electric sources of apparatus- 
es connected to the digital signal bus 102 are turned on 
at the same time, the apparatus serving as the controller 
can detect turn ed-on apparatuses to perform process- 
ing for the apparatuses successively even in the case 35 
where the electric sources of the apparatuses are turned 
on separately. 

[0037] Even in the case where a main electric source 
is off, the connection state can be kept so long as an 
electric source for the IF circuit 404 is supplied: in a 40 
standby state, or the like. Accordingly,) authentication is 
not required to be executed newly. : 
[0038] It can be further considered that an apparatus 
is connected to the digital signal bus 1 02 after an electric 
source for the apparatus is turned on. Also in this ^case, 45 
the controller detects the connection of the bus to exe- 
cute authentication so that a key can be shared. 
[0039] Another apparatus than the controller may de- 
tect these newly connected apparatuses so that a series 
of operations from initialization to reconnect ion may be &> 
performed after the bus is reset. 

[0040] There is the case where onty one encryption 
key per one transmission channel is used limitatively. In 
this case, authentication is required again when the 
copy control information of content is changed. Howev- 55 
er, the same effect as described above is obtained by 
preparing transmission channels for each copy control 
information of content and executing authentication and 



storing the keys. 

[0041 ] The case where no controller is set specifically 
will be described below. Because a receiver apparatus 
substantially makes an authentication request, the op- 
eration of the receiving apparatus will be described 
mainly. Processing of the digital VTR 103 as an example 
of the receiver apparatus in Fig. 1 will be described. 
First, one transmitter apparatus is retrieved. If there are 
a plurality of transmitter apparatuses, one transmitter 
apparatus is selected from the plurality of transmitter ap- 
paratuses. In Fig. 1, the digital video disk 105 is select- 
ed. Then, authentication is performed between the se- 
lected digital video disk 105 and the digital VTR 103. If 
both restricted authentication and full authentication are 
permitted, full authentication is used here. Then, confir- 
mation is made as to whether the digital video disk 105 
is already connected to another receiver apparatus or 
not. When, for example, the digital video disk 105 is al- 
ready connected to the digital display 1 06, what is meant 
by the connection is that authentication is terminated 
and that a key is already shared. Accordingly, the same 
key is stored so as to be shared with the digital VTR 103. 
When the digital video disk 105 is not connected yet, a 
new key is shared. The aforementioned process is re- 
peated until authentication is terminated among all 
transmitter apparatuses. ^ 
[0042] Alternatively, keys serving as seed of encryp- 
tion key may be shared when authentication is per- 
formed. The encryption key is updated successively at 
regular time intervals by a mutually decided calculation 
method by using keys as a seed of encryption key. 
[0043] The aforementioned procedure is shown in 
Fig. 7. In step 701 in Fig. 7, first, a transmitter apparatus 
is selected by retrieval in step 702, authentication is 
performed between the selected transmitter apparatus 
and a receiver apparatus serving as the controller. In 
step 703^ confirmation is made as to whether the seSect- 
ed transmitter apparatus is already connected to anoth- 
er receiver apparatus! When the selected transmitter 
apparatus is already connected, what is meant by the 
connection is that authentication is terminated and that 
a key is already shared. Accordingly, when the selected 
transmitter apparatus is already connected, the same 
key as used in the -connected receiver apparatus is 
shared in step 704 When the selected transmitter ap- 
paratus is not connected yet, a new key is shared in step 
706: The aforementioned process is repeated until au- 
thentication is terminated among all transmitter appara- 
tuses in step 706. 

[0044] The process in Fig. 7 can be also used in the 
aforementioned manner when a new receiver apparatus 
is connected or powered on. Even in the case where a 
new transmitter apparatus is connected or powered on, 
authentication can be performed in the aforementioned 
manner on the basis of detection of the transmitter ap- 
paratus. Further, even in the case where the selected 
transmitter apparatus is already connected to another 
receiver apparatus and is transmitting content to the al- 
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ready connected receiver apparatus, authentication can 
be performed in the aforementioned manner. 
[0045] As described above, the aforementioned proc- 
ess is performed by each of receiver apparatuses so 
that a key is stored in accordance with the copy control 
information, even in the case where no controller is set 
specifically. Accordingly, even in the case where the 
copy control information of content from transmitter ap- 
paratuses is changed, the picture is not interrupted be- 
cause authentication is not required. Further, a key per 
a transmitter apparatus can be shared to respective re- 
ceiver apparatuses. Accordingly, even in the case 
where content requiring restricted authentication is 
transmitted, the content can be received by all the re- 
ceiver apparatuses. The user does not feel out of place 
compared with analog signal connection. 
[0046] Although the embodiment has been described 
upon the case where both connection and authentica- 
tion are performed for all apparatuses, the same effect 
as described above can be also obtained when both 
connection and authentication are performed only for 
apparatuses registered in advance or subjected to data 
transmission in the past in the case where the process- 
ing time becomes noticeably large because of connec- 
tion of an extremely large number of apparatuses, or the 
like. 

[0047] There is a further case where a plurality of sys- 
tems each having the connection form as shown in Fig. 
1 are connected through bridges. In this case, authen- 
tication is performed for apparatuses connected in a 
bridge. The same effect as described above is obtained 
when authentication is performed whenever content is 
transmitted in the case where apparatuses are connect- 
ed through a bridge. 

[0048] The case where authentication is performed 
when the input is switched will be described below The 
digital video disk 105 has both an analog input and a 
digital input. Accordingly, the digital video disk 105 may 
be designed so that authentication is performed when 
the digital input is selected. In this case, a certain 
processing time is required for switching the input. The 
burden imposed on processing, however, becomes light 
because connection is performed only in the case of ne- 
cessity. 

[0049] Processing in this occasion is shown in Fig. 6. 
In step 801, a transmitter apparatus which is transmit- 
ting content is retrieved to select a target transmitter ap- 
paratus. In step 802, authentication is performed. In step 
803, confirmation is made as to whether the selected 
transmitter apparatus is already connected to another 
apparatus. If the selected transmitter apparatus is al- 
ready connected, the same key as used in the already 
connected apparatus is 6hared in step 804. If the select- 
ed transmitter apparatus is not connected yet, a new key 
is shared in step 805. As described above, the burden 
imposed on processing is light because connection is 
performed only in the case of necessity. Although this 
embodiment has been described upon an apparatus 



having both an analog input and a digital input, the same 
effect as described above is obtained also in the case 
where the apparatus has two or more digital inputs. Al- 
though the above description has been made upon the 

5 digital video disk, the same processing as described 
above is performed upon another digital apparatus. 
[0050] The aforementioned authentication can be 
performed in the same manner as described above in 
the case where it is applied to other information than 

10 copy information and copyright information. 

[0051] In the digital signal processing apparatus ac- 
cording to the present invention, authentication is per- 
formed for management of copyright among apparatus- 
es connected to a digital signal bus, when the appara- 

15 tuses are powered on or connected to the digital signal 
bus. Accordingly, even in the case where content requir- 
ing restricted authentication is transmitted, the content 
can bereceived immediately - 

.[0052] Further, authentication is performed for man- 
20 agement of copyright among apparatuses connected to 
a digital signal bus, when an input terminal connected 
to the digital signal bus is selected: Accordingly, the bur- 
den imposed on processing is light because connection 
is performed only in the case of necessity. 
25 [0053] Further, a key used among apparatuses con- 
nected to a digital signal bus is stored. Accordingly, even 
in the case where the copy control information of content 
from a transmitter apparatus is changed, authentication 
is not required so that the picture is not interrupted be- 
so cause the key is stored. 

[0054] Further, the transmission channel of the digital 
signal bus is changed in accordance with the copyright 
control information attendant on content. Accordingly, 
even in ihe case where only one key can be established 
3S for one transmission channel, authentication is not re- 
quired so that the picture is not interrupted because the 
key is stored though the copy control information of con- 
tent from a transmitter apparatus is changed. 
[0055] Further, an apparatus defines the respective 
40 .names of apparatuses connected to the digital signal 
bus. Accordingly, an interface understood easily by the 
user can be provided. 



45 Claims 

1. A digital signal processing apparatus (100, 103, 
104, 105, 106) connected to other digital signal 
processing apparatuses (100, 103, 104, 105, 106) 

50 by means of a digital signal bus (102) to transmit/ 
receive a digital signal, wherein said digital signal 
processing apparatus comprises an interface circuit 
(401 ) so that when said digital signal processing ap- 
paratus is powered on, said interface circuit per- 

55 forms authentication between said digital signal 
processing apparatus and any of said other digital 
signal processing apparatuses powered on simul- 
taneously with or before power-on of said digital sig- 
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nal processing apparatus. 

2. A digital signal processing apparatus (100, 103, 
104, 105,106) connected to other digital signal 
processing apparatuses (100, 103, 104, 105, 106) 
by means of a digital signal bus (102) to transmit/ 
receive a digital signal, wherein said digital signal 
processing apparatus comprises an interface circuit 
(401 ) so that when powering-on of said other digital 
signal processing apparatuses is detected, said in- 
terface circuit performs authentication between 
said digital signal processing apparatus and any of 
said other digital signal processing apparatuses. 

3. A digital signal processing apparatus (100, 103, 
1 04, 1 05, 1 06) connectec! to other digital signal 
processing apparatuses (1 00, 1 03, 104,105, 1.06) 
by means of a digital signal bus (102), to transmit/ 
receive a digital signal, wherein said digital signal 
process in g apparatus comprises an interface circu it 
(401) which performs authentication between said 
digital signal processing apparatus and said other 
digital signal processing apparatuses when said In- 
terface circu it is connected to said digital signal bus . 

4. A digital signal processing apparatus (100,1103, 
104, 105,106) connected to other digital signal 
processing apparatuses (1 00, 1 03, 1 04^1 05, 1 06) 
by means of a digital signal bus (102) to transmit/ 
receive a digital signal, wherein said digital signal 
processing apparatus comprises an interface circuit 
(401) which performs authentication between said 
digital signal processing apparatus and said other 
digital signal processing apparatuses when con- 
nection of said other digital signal processing appa- 
ratuses to said digital signal bus is detected . 



A digital signal processing apparatus ;(1 00* 103, 
104, 105, 106) provided with a plurality of inputter- 
minals (401, 403) including an input terminal (401) 
from a digital signal bus (1 02) and connected to oth- 
er digital signal processing apparatuses by means 
of said digital signal bus to transmit/receive a digital 
signal, wherein said digital signal processing appa- 
ratus comprises: 
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processing apparatuses (100, 103, 104, 105, 106) 
by means of a digital signal bus (102) to encrypt a 
digital signal and transmit/receive said encrypted 
digital signal, wherein said digital signal processing 
apparatus comprises: 

an interface circuit (404) which performs au- 
thentication between said digital signal 
processing apparatus and said other digital sig- 
nal processing apparatuses; and 
a storage circuit for storing a key used to de- 
crypt said encrypted digital signal which is sub- 
jected to transmission/reception of between 
said digital signal processing apparatus and 
each of said other digital signal processing ap- 
paratuses. 

A digital signal processing apparatus (100, 103, 
104, , 105, 106) connected to other digital signal 
processing apparatuses (100, 103, 104, 105, 106) 
by means of a digital signal bus (102) having a plu- 
rality: of transmission channels to thereby encrypt a 
digital signal in accordance with copyright control 
information of said digital signal and perform trans- 
mission/reception of said encrypted digital signal, 
wherein said digital signal processing apparatus 
comprises an interface circuit (404) which changes 
said transmission channels of said digital signal bus 
in accordance with said copyright control informa- 
tion when said digital signal is to be transmitted. 



A digital signal processing apparatus (100, 103. 
104. 105. 106) connected to other digital signal 
processing apparatuses (100, 103, 104, 105, 106) 
by means of a digital signal bus (1 Q2) to exchange 
a digital signal, wherein said digital signal process- 
ing apparatus comprises a circuit for defining a 
name of said digital signal processing apparatus 
and names of said other digital signal processing 
apparatuses connected to said digital signal bus. 



a switching circuit (410) for selecting said plu- 
rality of input terminals (401 , 403); and 
an interface circuit (404) which performs au- 
thentication between : said digital signal 50 
processing apparatus and said other digital sig- 
nal processing apparatuses when said input 
terminal (401) connected to said digital signal 
bus (102) is selected by said switching circuit 
(410). . 55 

6. A digital signal processing apparatus (100, 103, 
104, .105, 106) connected to other digital signal 
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